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Thank you Sue.  And thank you for attending today’s presentation on Direct Messaging.  My name is Alice Nyberg and I manage the Institute’s Direct Program.  I’m excited to spend some time today talking about Direct and the positive impact that improved communication can have on the coordination and delivery of patient care.
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Welcome and Introduction

Direct Messaging....
Encourages efficient exchange of information
Improves coordination of patient care
Reduces redundancy

The result?

Better overall quality of care for patients
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Presentation Notes
Direct messaging is a tool available to all care providers to exchange patient protected health information or PHI simply, securely, and inexpensively.  We think Direct will encourage efficient exchange of information to improve care coordination between health care providers, reduce redundancy, and lead to overall better quality of care for patients.  That Direct is secure, easy to use, and affordable make the case for implementation even stronger.



Agenda

e Welcome and Introduction

e RIREC Direct Adoption Program

e Getting Started on www.docEHRtalk.org

e Questions and Comments
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 To get started with understanding Direct, I’m going to spend about 25 minutes on a presentation to explain what Direct is, why you should implement Direct messaging, and what the next steps are to start using Direct.  After the presentation, we’ll spend a few minutes on the Regional Extension Center’s web site, doc EHR talk, to show you how to get started with Direct.  Then we’ll take your questions and comments.  


http://www.docehrtalk.org/�

The Direct Adoption Program

Direct Messaging is the future
of healthcare information technology and
communication
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Direct Messaging is secure email for health information – a cost-effective, simple mechanism to transport PHI directly to known, trusted recipients over the Internet .
Through the Rhode Island Regional Extension Center Direct Adoption Program, Rhode Island is leading the nation in adopting and using Direct Messaging, which will become the standard  communication procedure  for transmitting PHI.
No matter what type of medicine you practice, you, your staff and colleagues and, most importantly, your patients will benefit from Direct.
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Here is what you will learn...

e What is the national Direct Project and who is
involved?

e What is RI REC’s Direct Program and Direct
Messaging?

e Why should you implement Direct Messaging now?

e What’s the next step to start using Direct
Messaging?
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During this presentation, we’re going to answer four questions:
What is the national Direct Project and who is involved?
What is RI REC’s Direct Program and Direct Messaging?
Why should you implement Direct Messaging now?
What’s the next step to start using Direct Messaging?



What is the national Direct Project
and who is involved?
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Let’s start by talking about the National Direct project.


(g
What is the Direct Project?

e The Direct Project is a nationally Cranston doctor becomes medical
sponsored project launched in March ~ records pioneer
2010 12:25 PM EST on Friday, February 4, 2011

By Felice ). Freyer

Journal Medical Writer

e Direct Messaging is simple in
concept, yet has many benefits — it
is secure e-mail for sending patient
health information (PHI) directly to
known, trusted recipients over the
Internet

e If you are comfortable using regular

email, then you Wl” be Comfortable Dr. Albart J. Puerini Jr., shown |:.-| his Cranston office, heads a
group of 160 primary-care doctors who formed a company to
US| ng D/rect Messaglng td:::rql::e;r;_qlq:tr:-m: médical-record system that would meet

The Providence Journal / Bob Breidenbach
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__________________________________________________________________________________________________________
The national Direct Project was launched in March 2010 by the Office of the National Coordinator for Health Information Technology—known as the ONC.
The ONC created a consortium of physician leaders, health IT experts, and private technology companies to create a simple, secure, scalable, standards-based method to send authenticated, encrypted health information directly to known, trusted recipients over the internet.
The ONC’s project focused on improving the way that healthcare providers communicate PHI electronically.
In February 2011, Dr. Al Puerini, an internist in Cranston, RI, was the first provider in the United States to use Direct Messaging. When he clicked “send” on his computer, he securely sent health information about one of his patients to a specialist for consultation.



Who is involved in the Direct Project?

Specialists care
Or anlzatlons

The Direct Project was developed for a wide spectrum of users:
e Primary care providers
e Specialists
e Members of the care team
e Healthcare Organizations
and incorporated into the following:
* EHRs
* PHRs
e HIEs
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_____________________________________________________________________

While the first demonstration of Direct messaging was by a PCP and specialist, the Direct messaging protocol has been developed for use by a wide spectrum of health care providers: primary care providers, specialists, hospitals, long term care facilities, home care agencies, and any other healthcare organizations providing services to patients. 
It is designed to be incorporated into Electronic Health Records, Personal Health Records, and Health Information Exchanges, such as Rhode Island’s HIE, currentcare.
And just to be clear – when we talk about PCPs and specialists, we’re talking about PCP and specialist practices and offices.  Direct is available to clinicians, but also to office and support staff which means that Direct can be adopted for a wide variety of practice business processes.


Who is involved in the Direct Project?

100+ organizations—including Health IT product vendors, HIEs, state plans, and
clinical groups are actively supporting and incorporating the Direct Project in their
products and strategies:

[ EHRs ] [ ONC- Approved State Plans ]
* 4Medica * HealthyCircles * SOAPware Ala.bam? NewJersey.
.. California North Carolina
* Apixio * ICANotes, LLC * Sunquest . .
. ) ) Florida Ohio
e Aprima Medical < MD-IT Information ..
lllinois Oregon
Software, Inc. * Med3000 Systems, Inc.
lowa Rhode Island
* Athena Health * MEDgle e Stratus EMR .
. ) Kentucky South Carolina
* Allscripts * MedSeek e Unival, Inc. Minnesota Texas
* Care360 * MedUnity, Inc.  * WorldVistA . .
Missouri Vermont
* Cerner * NextGen ..
) Montana West Virginia
Corporation O (el Chldli New Hampshire Wisconsin
. CPSI « 0Z Systems :
* eClinicalWorks ¢ Polaris
« e-MDs « RelayHealth [ Personal Health Records }
* Epic * Sage Healthcare
* GE Healthcare Division * Dossia
* Greenway e Siemens * Microsoft
* Healthcare * Sisoft Health * NoMoreClipboard.com
Management Information
Systems, Inc. Systems

@ Source: http://directproject.org/content.php?key=getstarted&sub=vendorsupport ;1
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_______________________________________________________________________
The scope of the Direct Project extends well beyond Rhode Island. The national project includes more than 200 participants representing a wide range of entities—including multimillion-dollar product vendors like GE and Microsoft.
These organizations are working together to ensure the success and adoption of this exciting new technology.
Here you can see some of the EHR vendors and state plans that currently incorporate the Direct Project in their products and strategies…




Who is involved in the Direct Project?

[ HIEs and HIOs } [ Delivery Systems }

* AAFP * Ingenix * National Health « Amedisys
* Ability e Inpriva Services * Beth-Israel Deaconess Medical
* Akademos Rx * ICA * NetDirector Center
* Akira Technologies ¢ IVANs, Inc. * Orion Health * California Department of
» ApeniMed * Kryptiq Corporation ° ProviderDirect Corrections
* Atlas Development « LANE * RedwoodMedNet * CHRISTUS Health
« Axolotl Telecommunications * Secure Exchange * Department of Veterans Affairs
« CareEvolution Limited Solutions * Medical Professional Services
« CoverMyMeds « Lifepoint Informatics ¢ Shasta NetWorks (MPS), CT - |
« Covisint e max.md * Surescripts * Mountan-Pacific Quality Health
« dbMotion * MedAllies » Techsant * New York Health Quality Institute
« Garden State Health © MedCommons Technologies * PatientFirst

Systems Inc * MEDfx * Thomson Reuters
* GSI Health * Medicity * Verizon
* Harris « MedPlus, A Quest  * Wellogic
« Hazelnut Labs Diagnostics Company

e Mirth

* Health Information .
Network of South * MobileMD
Texas (HINSTx)

o

@ Source: http://directproject.org/content.php?key=getstarted&sub=vendorsupport 1
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… As well as HIEs and delivery systems.


What is the Rhode Island Quality Institute’s
REC Direct Adoption Program?
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Now let’s take a look at the Rhode Island’s Direct Adoption Program. 



0
First in the Nation!

RI REC is the first of the 62 RECs nationwide to create a Direct
Program!

The Direct Program helps Rl healthcare providers adopt
Direct Messaging.
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The RI Regional Extension Center is the first of the 62 RECs nationwide to create a program focused on helping providers understand and adopt Direct Messaging.


0
Direct Adoption Program Goals

1

Increase speed of delivery and improve quality of care
coordination

Increase number of secure health data transactions

Increase national interconnectivity of health data
(health information exchange)

Decrease dependence on higher-cost, less-secure
communication mechanisms, such as faxes and
courier mail

Decrease overall healthcare costs (e.g., fewer
duplicate tests and exams) and medical errors (e.g.,
life-threatening allergic reactions to medications)

14
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______________________________________________________________________
By implementing Direct throughout practice workflows, the program seeks to
 Increase the speed of healthcare delivery
Improve care coordination 
Improve the security of health data transactions by replacing less secure communication methods, and 
Improve the interconnectivity of health data. 
The program also seeks to 
Decrease providers’ dependence on higher-cost, less secure communication methods and 
Decrease overall healthcare costs through improved communication and better coordination of care.  We achieve these reductions through eliminating duplicate tests and medical errors, and streamlining workflow.



What is Direct Messaging and how does it work?

e Direct Messaging is secure email for health information that is as easy to use as
regular email. For example, a PCP referring a patient to a specialist simply
composes a Direct message, attaches a summary of care record, and clicks

“Send.”

Sending Provider

“.\ Mail application
(webmail, Outlook

etc...)
K’-\ttachments could \

include:
- CCDs
- Summary of
Care Records
- Lab Results

- Notes

K - PDFdocumentsJ

 To use Direct Messaging, you need a Health Information Service Provider
(HISP)—find one in RI REC’s Vendor Marketplace.

Recipient’s

HISP

Receiving
Provider

Mail application
(web, outlook,
etc...)
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___________________________________________________________________
Direct Messaging is simply secure email for sending health information. 
Let’s say that you want to refer a patient to a specialist and send that patient’s information before the appointment. 
Currently, you would do that via fax or courier mail. 
Now, with Direct Messaging, you can login to a web based email account, compose a Direct message, and attach all the information relevant for the referral. This information can be anything – a CCD exported from an EHR, a summary of care record, notes, diagnostic images—all transmitted securely by clicking “Send.”
The message travels from the sender to the recipient, through one or more Health Information Service Providers, or HISPs.
A HISP is a service provider who:
Packages message content using the Direct protocols.
Secures the confidentiality and integrity of the content through data encryption 
Ensures the authenticity of the sender and receiver; and
Routes messages 
In short, HISPs ensure that your Direct messages are delivered securely to the right place.
When specialist logins to his or her to her Direct account, opens the message and attachments, and has all of the information needed for the consult with the referred patient. 


Direct Messaging: A secure and streamlined workflow

PCP makes referral

A2

Print

documents__

Mail M

Export
Documents

A2

Export
Documents

Phone %

Regular email

@

Y

Direct

Messa@

- D Y
- Referral Letter
- Summary of Care

Record / Report

- Visit Notes
- Diagnostic Image
- PDF
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Compare this to the current process for communicating PHI -  
Right now, if you want to communicate PHI with other care providers, you need to fax, mail or use regular email, and then call to confirm that the information you sent was received.
So, what’s the problem with the current process? First, it is time-consuming, and  second, fax, mail, and regular email do not guarantee security of sensitive information.
An alternative to the current communication method is Direct Messaging, which allows you to attach documents and images to a secure email message and send that information to another provider with a Direct email account.
If you have an EHR, then you are able to export the necessary documents and images from your patient’s electronic record before sending.
Essentially, Direct Messaging converts the communication process between providers to just two steps—attaching information to a secure email message and sending—saving time, and ensuring that your patient’s information arrives safely and quickly in your colleague’s In-Box.



What makes Direct Messaging secure?

* Direct Messaging is made secure by an industry-standard technical

infrastructure and a legal framework

P

123 Main St.

Dr.

B

456 South St.

Direct Messages are routed only to intended and trusted recipients
Direct Messages cannot be compromised during transmission

Direct Messages can be read only by intended recipients

Source Destination

HISP

Q

Dr.B@Spe

cialisthisp.com
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So what makes Direct Messaging secure?
When you mail a paper document, you expect that only the intended recipient will read it. You hope that the mail carrier or courier will not open the envelope and read the content, and you hope that the letter will be delivered to the correct address. When you send a regular email message, you also expect that no one can intercept and read your message and that the recipient’s email address is valid.
The reality is that the traditional methods of communication are not always secure. You don’t want to take any chances when your patients’ health information is involved.
Direct Messaging uses an industry-standard technical infrastructure, along with a legal framework that ensures that sensitive information is transported and delivered securely.
Message encryption ensures that the message is not compromised during transmission.
An electronic credentialing system – using electronic certificates – identifies the sender and recipient to ensure that the mail is routed to intended and trusted recipients and can only be read by those intended recipients.


o
Rhode Island Trust Community

pom TEE Emm EEm EEm EEm Em RS RS N R RS M RS S R RS RS S RS R R O R R e oy

Specialist 1 Specialist 3

e 0

]

Specialist 2 Q Dr. D

Dr. A 3
Dr.C Specialist 4
Dr. B Dr. E

o e e e e e e e o e e e e e e e e e e e Eee Eee e e e

Rhode Island Trust Community

o o o o o o e o O O O S S e e o e
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Even though you’re sure that message travels securely to the right place, how do you know that the Direct address belongs to a person who legitimately should be using your patient’s PHI? 
The Direct Program has gone one step further to ensure the security of Direct Messaging.
The RI Quality Institute has established the Rhode Island Trust Community—a community of  verified Rhode Island providers that have a legitimate need to use Direct Messaging.
As a member of the RI Trust Community, your practice has an electronic credential—something like an electronic passport that identifies you on the Internet  as a member of this trusted community.
Membership in the RI Trust Community is free, helps streamline contact management, and provides an extra layer of confidence for RI Direct Messaging users.


Why should | implement
Direct Messaging now?

19
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Why should I implement Direct Messaging now? 
Because of its wide adoption, this form of health information exchange is destined to go from its simple, secure email origin to a technology that supports more advanced functionalities to be used throughout healthcare in the United States.


Benefits of adopting Direct Messaging

* Replaces less secure communication methods

 Enables demonstrations of Stage 1 Meaningful Use for electronic
exchange of clinical information

 Represents a national standard for information exchange that is
being widely adopted nationwide

* Provides a foundation for more advanced functionalities
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Direct messaging helps to address concerns about using communication methods that are not ideal for transmitting your patients’ health information—methods that are not only expensive and time-consuming, but that also lack the level of security necessary to transport PHI.
Direct Messaging helps you prepare to attest to Stage 1 Meaningful Use of your EHR by satisfying the core requirement about electronic exchange of clinical information.
Direct Messaging promotes a streamlined means of exchange between you and other  healthcare providers.
Finally, because the Direct protocol is a national standard, Direct Messaging will become the foundation for more advanced functionalities.




-
Future of Direct Messaging

e Integrating your EHR with RI’s HIE, currentcare

e Receiving notification of your patients’ hospitalizations
through currentcare

e Exchanging patient information with hospital Emergency
Departments

* Integrating Direct into your EHR

L] L ______________________________________________________________________________________________________________________________________________________________________]
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We see at least four use cases in the near future that rely on Direct messaging:
In Rhode Island, Direct Messaging will be used to integrate practice EHRs with currentcare—the statewide Health Information Exchange.
Direct Messaging will be used to notify a PCP when a patient has a hospital encounter.
Emergency Departments and practices will use Direct messaging to exchange information about patients presenting the ED.
Direct functionality will be integrated into your EHR, further streamlining the process for sharing patient information.
These and other upcoming functionalities not only will be implemented in Rhode Island but also nationwide.
Let’s take a closer look at these advanced functionalities! 



Integrating your EHR with RI’s HIE, currentcare

 Directis the transport mechanism being used to automatically transmit clinical
information for consented patients from a practice’s EHR to currentcare.

e The first pilot practice — Cumberland Primary Care — went live in August 2011,
sending data to currentcare from its instance of Epichart.

Q-

— Bk =) Recurrentcare:
A service of the Rhode Island Quality Institute

The physician ...and updates the ...and attaches it to a ...where the updated
completes an EHR. Direct message. information is added
encounter... to a consented

The EHR generates a The Direct message is patient’s longitudinal
CCD... sent to current care... record.
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 Direct is a key technology behind sharing patient data between a practice EHR and currentcare, Rhode Island’s Health Information Exchange.  Direct acts as the transport mechanism to securely transmit the clinical information of consented patients from the EHR to currentcare.
 How does it work?
 A physician has an appointment with a patient.  
The physician or other staff member updates the practice EHR with information from the appointment, then closes out the encounter or note.
 The EHR then automatically creates a continuity of care document that includes the information from the encounter, and attaches that CCD to a Direct message.
 The Direct message is sent to currentcare’s Direct inbox, where currentcare checks patient consent and, if the patient is consented, adds the information to the patient’s longitudinal record.
 That information is now available through currentcare to the patients entire care team.

 Cumberland Primary Care, an Epichart  practice, is the first practice nationwide to use Direct to share data with a state HIE.  We continue to work with practices and EHRs to roll this out across the state.


0
Provider Notification

PCPs are notified about patient hospitalizations through currentcare

 Hospitals currently transmitting ADT (Admit Discharge Transfer)
information into currentcare:
Kent Hospital
Women & Infants
South County Hospital
Other Hospitals will be adopting Direct soon!

e currentcare adds the ADT information to the consented
patient’s record and sends a Direct Message to the patient’s
PCP with clinical information about the hospitalization

Direct Message — Better Continuity of
® || y 0
@ 'l' r@currentcare R  Care for Patients

service of the Rhode Island Quality Institute
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_____________________________________________________________________
Direct  messaging will keep you informed when your patients have an encounter with a hospital.  
Currentcare is working with Rhode Island hospitals to collect information on hospital admissions, discharges, and transfers for consented patients.  Currentcare not only adds the hospital encounter information to the patient’s longitudinal record, but also sends a Direct message to the patient’s PCP that includes clinical information about the encounter.
South County, Kent, and Women and Infants Hospitals will be providing the ADT information before the end of October, with Rhode Island hospitals scheduled to follow over the next year.


Electronically Exchanging Patient Information

e Exchange of patient information with hospital EDs

Emergency
epartment

0 B HE

Newport Hospital Aquidneck
Medical Associates

e Integration of Direct into EHRs

Because of the wide acceptance of Direct as the standard for transmitting PHI,
EHR vendors are beginning to integrate Direct-based functionality into their
products

-

f@‘r
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Direct Messaging also will be used to exchange patient information with hospital Emergency Departments in RI.
In a recent demonstration, a patient visited Aquidneck Medical Associates complaining of numbness in her arm.  She was triaged by the nurse who immediately sent her to Newport Hospital’s ED.  While the patient was en route to the hospital, the nurse created a CCD (continuity of care document) and sent it to the hospital via Direct Messaging prior to the patient’s arrival so that the hospital had all of the patient’s most up-to-date health information.  Newport Hospital ED logged into its Direct account, opened the relevant message and attachments, and accessed the patient’s records and previous history. Once the patient was discharged, Newport Hospital created and messaged a CCD to Aquidneck Medical Associates where the nurse was able to review, attach to the patient’s electronic health record, and then follow up with the patient and establish a plan for her care.
Finally, EHR vendors throughout the United States are incorporating the Direct protocol into their products. This means that in the future, your EHR will be able to seamlessly communicate with EHRs at other practices.


What’s the next step
to start using Direct Messaging?

25
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Now that you understand what Direct Messaging is, how it works, and how it can help you enhance the care you provide your patients, what’s the next step?
Here’s how to get your practice started with Direct.


It’s simple to get started with Direct; here’s how!

* Download the Direct Messaging Setup Checklist that takes
you through the process of adopting Direct Messaging

~ Visit RI REC’s Vendor Marketplace at www.DocEHRtalk.org
to read about Health Information Service Providers (HISPs)

Select your HISP and establish your Direct accounts.

> Encourage the providers in your network to adopt Direct
Messaging.
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Start your implementation by visiting the doc ehr talk dot org and downloading the REC’s Direct Messaging Setup Checklist.  The checklist includes the ten steps you need to take to set up your accounts and ready your organization for Direct implementation.
Then visit the REC’s Vendor Marketplace section to read about HISPs--remember that a HISP is a Health Information Service Provider, which you need to use Direct Messaging.  The marketplace includes information on four HISPs who have been vetted and have had their products reviewed by the Institute, and who are offering special pricing through the Regional Extension Center. 
Programs and Services -> Direct Adoption
Background information on Direct and the program
Links to additional information
Set up checklist
RITC Participation agreement
Set Up Checklist
10 steps to get started using Direct, including selecting your HISP and readying your organization to use Direct
For help with selecting a HISP, the service provider for Direct services, please refer to our vendor marketplace
Vendor Marketplace -> Marketplace Participants
Scroll to four participants at the bottom
Vendors who have been vetted by the Institute
Special pricing – between $0 and $15 per month per account

Once you’ve engaged a HISP, they will work with you to set up your accounts and begin using Direct.
Finally, identify the other providers with who you would like to exchange data and encourage them to also adopt Direct. 


http://www.docehrtalk.org/�

0
A final note...

Thank you to all of our community partners for your help in
transforming the quality of healthcare in Rhode Island.

A special thank you to the following for their assistance in bringing
Direct Messaging to Rhode Island:

e Aquidneck Medical Associates

e Arcadia Solutions

e Cumberland Primary Care
 Family Health and Sports Medicine
* Inpriva

* |nterSystems

e Lifespan

e Newport Hospital

e Polaris Medical Management
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Questions and Comments?
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Thank you!

For more information, please contact us at
DirectProgram@rigi.org or
888-858-4815

Or visit us on the web at www.DocEHRtalk.org

— @
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And that concludes today’s presentation.  I’d like to thank you for participating, and am looking forward to working with you as we move towards statewide Direct implementation.  Please feel free to contact the Institute, either by email or phone, with any further questions or comments.  And if you are a member of the Regional Extension Center, your relationship manager is an excellent resource for Direct information and assistance.
 
Thank you for your time, and please stop by the Direct table if you’d like more information on Direct and the Direct Adoption Program.


mailto:DirectProgram@riqi.org�
http://www.docehrtalk.org/�
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